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Definitions

This briefing is designed for public transportation
systems bus operations. For those public

transportation systems that include rail and/or trolley
services, the SSI Program office refers you to the Rail
and Mass Transit Training.




This briefing will focus on the following topics:

SSI

Objectives




Brief History of SSI '
e SS| was developed pre-9/11

e C(Created in response to hijackings in the early
1970s

The Air Transportation Security Act of 1.

e Required the Federal Aviation Administration

(FAA) to establish a regulation for sharing
sensitive information with airlines and airports

e The FAA published the first SSI regulationtinithe

Federal Register in 1976

After 9/11, SSI applies to all modes' of transportation:




Where SSI Fits '
All information held by the Federal
government falls into two categories:

e C(Classified National Security nformation

( ,

or

e Unclassified

(, For Official Use Only (FOU®); Rublic
Information, etc.)




Classified Information

s Information whose “unauthorized
disclosure could reasonably be

expected to cause identifiable or
describable damage to the national
security™

CONFIDENTIAL

Example:
A U.S. Special Operations team conducts a raid;, driven
by intelligence, overseas. The identity, of the “Source’ of
data and the information he or she providediwoeuldiootn
be classified.

* Source: Executive Order 13526, Dec. 2009




Unclassified Information Falls
into Two Categories

Sensitive But Unclassified (SBU)

A broad category that includes a Federally regulate
means of protecting information such as SSI| and
unregulated means of protecting information such as
FOUO

Public Information
All other information




released publicly, would be detrimental to
transportation security.

Sensitive Security Information'@
Information obtained or developed which, if ‘

Examples:

e Transit Bus Operator's
Security Plan

e Baseline Assessment for
Security Enhancement
(BASE) conducted by TSA




For Official Use Only (FOUO)

Information not protected by regulation that
could adversely affect a Federal program if publicly
released without authorization.

Example:

Federal building security.  f
plans

source: DHS Management Directive 11042.1




But Unclassified information, but:

What are the Differences?
FOUO and SSI are categories of Sensitive ‘
e SSlis based on U.S. law and protected by a
Federal regulation; FOUO is no

e SSI protects information related to
transportation security; FOUO has nersubject
matter limitations

e Unauthorized SSI ;JL,JOJ,Je may. resultiin g
civil penalty; FOUQO breaches: cannot
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What Are the Differences?
(cont.)

e In litigation, SSI has stronger protection from
court-ordered production requests while documents
marked only as FOUO have little or no protection

e SSI is protected from public release under
a Freedom of Information Act (FOIA)
request; FOUQO may be either protected™ gy
or released under FOIA

e Documents that contain SSI must be marked as SS|=
not as FOUO. When information is: pulled fomeperts
marked FOUO SSI, the new report: mUstie
marked as SSI — Not FOUQO/SS

1



Focus on the
SS| Federal Regulation
49 CFR Part 1520

Department of Homeland Security
Transpartation Security Administration
CFR 1520 - The 581 Federal Regulation
s

age 2
partal

§1520.5 Sansitive socurity information.

(2] Security Directives |
L by TSA un

SENSITIVE SECURITY INFORMATION BRIEFING



Sensitive Security Information

Another way of thinking about SSI is would this \
information assist an adversary who is planning

an attack against a transportation system?

« How useful would the information be
to terrorists?

 How deftailed is it?

« Has DHS officiall
in the past?

 Is it obvious?

e |s it still current?
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A\ 7

Sensitive Security Information

In order for information to be SSI, the information
must be related to transportation security, Its
release must be detrimental, and it must fall ur
the one of the 16 categories of SSI defined by the
Federal Regulation (49 CER Part 1520.5(b)).

This training will discuss only: the relevant
categories related to Public Transpertations=i5us:
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16 SSI Categories '

(1) Security Programs, security
plans, and contingency plans —
Any security plan or securit
contingency plan issued,
established, required, received
or approved by DHS or DO ...

Examples of records protected under this categony:

 Security plan for Public Transportationssystempuncesd
by the state and/or local government
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16 SSI Categories (cont.) '

(5) Vulnerability Assessments — Any vulnerability
assessments directed, created, held, funded or
approved by DHS/DOT for any mode of

transportation

Examples of records protected under. this ca

« Vulnerability assessment created & by public
transportation system and shared WithsliSA

- Baseline Assessment for Security Enhancement
(BASE) conducted by TSA
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Information - Reports of inspections or
iInvestigations that could reveal a security
vulnerability

16 SSI Categories (cont.) '
(6) Security Inspection or Investigative ‘
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16 SSI Categories (cont.) '

(7) Threat Information — Information held by

the government concerning threats to
any mode of transportation, including

Examples of records protected under t

TSA Intelligence Products marked as SSI.
Note: DHS/TSA Intelligence Products arenetialways
marked as SSI. This is very deliberate:enreursparit:
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16 SSI Categories (cont.) '

(8) Security measures — Specific details of
transportation security measures including:

(i) Security measures or protocols recommended by
the Federal government

Note: Can include system cybersecurity m

(10) Security Training Materials
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16 SSI Categories (cont.) '

(12) Critical Transportation Infrastructure Asset
Information — Any list identifying systems or assets,
whether physical or virtual, so vital to surface
transportation that the incapacity or destruction of
such assets would have a debilitating impact on
transportation security if the list is

(i) Prepared by DHS or DOT; or.
(ii) Prepared by as State or Local
government and submitted to

DHS or DOT
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16 SSI Categories (cont.)

(15) Research and Development — Research resultSythat
were approved, accepted, funded, recommended¥\C
directed by DHS/DOT

(16) Other Information — The TSA Administrator(ertheir
designee) can determine infermation teorverSSiihat
is not otherwise defined in 1520:5()(EN=NHS)NErEly,

used) |
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Common Information Related to l

Public Transportation - Bus Operators
that is SSI

Public Transportation — Bus Operators Security
Programs

TSA Intelligence Products marked as SS
Vulnerability Assessments of systems or facilities

Baseline Assessment for Security. Enhancement
(BASE) conducted by TSA

TSA Security Action ltems
TSA Security Guidelines and AnnExes

* List not all-inclusive
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What information is NOT SSI l

« Safety information is not SSI
* Fire Evacuation Plans are not SSI
* Construction plans are not SSI

* Training materials for empl;
on safety measures are not SSI

« Safety inspections of
infrastructure are not SSI|
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Covered Persons

According to the SSI Federal Regulation, covered
persons may access SSI. This includes airport and
airline personnel, maritime operators, bus, rail and




if access to information is necessary for the
performance of, training for, or managing of
personnel’s official duties. DHS or DOT may. limi
access to specific SSI to certain employees or
covered persons.

Persons with a "Need To Know” @
Covered persons have a “need to know” SSI ‘

Example:

A maintenance contractor does noet NEEUNaCCESSHO
BASE documentation.
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Requests from the '
Media for SSI

Under the SSI Federal Regulation,

members of the news media are no |
covered persons and do not have a “need
to knovz\,r/,” SSI.

"“\v
i’ N

I"-_
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Prepared by he TSA S5 Offce. ncorporaing e olowing Uolime 80 of
amened on Januany ¥ 2005 w701 1382 sy
"and November 20, 2008 at 73 F

PART 1520_PROTECTION OF SENSITIVE SECURITY
N

Aarking 5
sst alfdniad 13 o or coe Come G

Consenuamees o matsaorised Sacinmace f S5L.
15 Deemos wrset

Authority: 46 U.S.C. 70102-70106, 70117; 49 US.C. 114,
40113, 4450144907, 4491344914, 4491644918, 44935
44936, 44542, 46105,

§1520.4 Scope.
(@) Applicability. This part governs the maintenance,

igency or
employee is governed by section 214 and any implementing

Fulations, not by this part
(¥) Delegation. The authority of TSA and the Coast Guard
under chis part may be further dslegated within TSA and the
Coast Guard, respectively.
§1520.3 Terms used in this part.
n addition o the terms i § 1500.3of i chaptr, e
Following

Snistr

Trancportation for Secusity reteseed to m 8 U5 C. 114), or

his or her designee.
Coast Guard means the Unired States Coast Guard.

-l that,
4, would make the person a covered person described
in’§ 15207
'DHS means the Department of Homeland Security and
, Bureau, or other component within the
‘Security, including the United
T means the Department of Transportation and any
cperacng cdministration, eney, o ofice wichin the
it Lawrence
of

epartment luding the Saim
Seaway nuvemmm Gorporation and the Bureau

AHime facthty eans any faciity as defined in 33 CFR
‘means “rail facility” as defined in 49 CFR

vail hazards

SSI| Federal Regulation
Outlines Procedures for

Marking and Ha

Department of Homeland Securi
Transportation Security Admini
49 CFR 1520 The SST Regulation
vl the.

ndling SSI

stration

jster 2t page 25082 (cted 25 69 FR.28082), May 15, 2004

S0 05 5 70 Fre 1608, May 20 2000 3871 PR 30607
2120, effecive December 28, 200

imcluding any comments, metructons, or implementing.
Euidanc
@ n sirpor, aireratr, or aviacion cargo opEFAtian;
@ Aﬁxedbuseop(xn
@ & maritime facilty, essel, or port area;
) A transporcation related aitomated systom or network
for information proceseing, control, and Comamumications
Security screens @ 2 person or ‘propercy
0 @etermine whether either poses a threat to security.
ST means sentitive cecriy miomation, s deseribed i

§15205
t image profection sysiem means an evaluation wol
present eat image:

w ine
intexference, whether during the mncepnun ‘planning,
operation, or decommissioning phase. A

design, construction,
vulnerability assessment may include proposed,
mmended, or directe ions or countermeasures to

recor ed actic
‘adaress security concerns.
§1520.5 Sensitive security information.
@ In generat 1n accordance with 49 U.S.C. 114
ation obtained or developed in duct of security
 and development, the discosure

of which TSA has determined would—
1 C an unwarmanted invasion of privacy Gacluding,
nained
al trade secrets or privileged or confidential
formarion obtained from any person; o
(3 Be detrimental to the security of transportation.

(B Information constituting SSI Except as otherwise

constitute
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Everyone is Responsible for
Protecting SSI!!!

Personnel who work in transportation whether they are€
airline employees, law enforcement, persons who work
in the field of public transportation — bus, Federal
employees or contractors are responsible for properly
marking, handling, protecting, storing, and destroying
SSI per the SSI Federal Regulation (49 CER Part

QLME Y
1R %’ (IS §
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Regulatory Requirement ' '
SSI| — Protective Marking

Each page of the SSI
record must include an
SS| header and footer.

Intelligence Service

Even if there is only

Threats to Surface
one SEuElse porton S
containing SSI in a 50- - o
page document, every
page must have an SSI
header and footer.




N,

SSI| Footer

The SSI footer informs the viewer that the record
must be protected from unauthorized disclosure.

No modification of the SSI| Footer is authorized.

“WARNING: This record contains Sensitive Security Informatic
that is controlled under 49 CER parts 15 and 1520. No part of
this record may be disclosed to persons without a “need to
know,” as defined in 49 CFR parts 15 and 1520; except with the
written permission of the Administrator of the Transportation
Security Administration or the Secretary ofi lransportation:
Unauthorized release may result in civill penalty orethieraction:
For U.S. government agencies, public disclosureisigoverneasoy
5U.S.C. 552 and 49 CER parts 15 and 1520
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as SSI as long as they believe the record meets
specific criteria under the SSI Federal Regulation:

Who Can Mark Records as
SSI?
Stakeholders are permitted to mark information ‘

* Itis related to transportation security (not safety);

* lts release would be detrimental to transportation
security (i.e., an adversary could use the information
to plan an attack against the transportation: system);
and .

+ |t falls under one of the 1
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gf communication. This includes emails, VVord
ocuments, presentations, training, ete.
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record (lunch break, end of the day, etc.),
store the SSI record in a locked desk drawer
or in a locked room to prevent unauthorizec
access by persons who do not have a "need
to know.”

Storing SSI: Lock it Up!!!! '
When not actually working with an SSI ‘

ALL RECIPIENTS OF SSI ARE MANDATIEDNIOISOCHKIIRTEII
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Protecting Electronic Data '@
« The SSI Regulation instructs:

“Take reasonable steps to safequard SSI in
that person’s possession or control from
unauthorized disclosure.” '

* 49 CFR §1520.9(a)(1)
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Posting SSI: Never Post SSI
on the Internet

& @ tsa.gov/about/tsa-mission

@ Directives & 0s & letblue terminal JFK.. @ FSA @ ERIC GUTHIER | Sal.. @@ WebEx Enterprise Si.. @ HQ_Appointments.. @ iShare Home

E= An official website O®igg United States government Here’s how you know v

Wha niBring? | A-ZIndex Employees

Enter your search terms n

TRAVEL ~ MEDIA v ABOUT ~ CONTACT

Home » About » Mission

About
Strategy

I Mission
Organization

History ) pR——

UL 'L

O

Employee Stories

Jobs at TSA

Mission

Protect the nation's transportation systems to ensure freedom of movement for people and commerce.




Duty to Report Unauthorized
Disclosure of SSI

The SSI| Federal Regulation states “when a

covered person becomes aware that SSI has been
released to unauthorized persons, the covered
person must promptly inform TSA...” .

 This usually involves lost paper copies off SSl or SSi
available on the Internet.
« Stakeholders may contact their ISA poeinieReoniact
or the TSA SSI Program officeiat SSl@itSa:ansigoy:

* 49 CFR § 1520.9(c)
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Destruction of SSI !

“A covered person must destroy SSI completely
to preclude recognition or reconstruction of the
information when the covered person no longe
needs the SSI to carry out transportation security.
measures.”

In other words, throwi
recycling bin violates t

*49 CFR § 1520.19(b)(1)
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Discussing SSI in Public Areas
IS Inappropriate

Personnel must be very careful when
discussing SSI in public areas.

You never know who is listening

-----------------------------------------------
G5 CONTRIBUTION TO THE WATS

and not everyone has a "need to know™ \_ooSE
the information. LIPS
Remember: Adversaries do not care /2

. R \‘A;«'
how they receive SSI as long as they. BiEkiT
get the information they need toplants Sink Ships

an attack.
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Consequences of Unauthorized '
Disclosure of SSI

Lost money — TSA can impose a civil penalty with

amounts into the tens of thousands of dollars per
offense against covered persons and companies

Lost jobs — for Federal Employees, appropriate

personnel action up to termination

L ost contract — TSA can decide whether te end a

contract with a Federal vendor Whoseremployees
did not properly protect the SS| entriiSted oNIelr:
care |
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AT

“Best Practices” for Non-DHS
Employees to Protect SSI

@ Transportation
8

w Security

== Administration

KNOW IT

Using SSI ID Guides

For more information on —cw
) N X ) Poster created by
Safely Sharing Information: SSI@DHS.GOV LTSO David Riel - DTW

SENSITIVE SECURITY INFORMATION BRIEFING




Best Practices for
Non-DHS Personnel

DHS stakeholders (i.e., regulated entities) and
other covered parties are mandated under the SSI
regulation to take “reasonable steps” to prevent

unauthorized disclosure of SSI.

The next set of slides describes “Best

Practices” that stakeholders may use
in handling and protecting SSI.

These “Best Practices” are based on
policies and procedures developed for
DHS personnel to protect SSI.
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Best Practices —
SSI| Cover Sheet

The SSI Cover sheet is NOT
required by the SSI Federal
Regulation but it is
recommended to place
everyone on notice they are
dealing with SSI and can be
added as needed.

DEPARTMENT OF HOMELAND SECURITY

SENSITIVE SECURITY
INFORMATION

42



Best Practices — ‘
Sharing SSI in E-maiil

SSI information transmitted by e-mail should be
encrypted or sent in a separate password-protected
record and not in the body of an e-mail. !

letter
* Contain at least one number
* Contain at least one symbol (e:g: #5572

* Not be a word in the dictionany CrraipeiCHICRNENIIE
name 23




Taking the following steps will help minimize the risk of
unauthorized disclosure of SSI.

v Verify that all attendees of the meeting are covered
persons with a “need to know™ the SS| to be present:

v Manage policies to ensure only members from your
organization or desired group can attend

v Enable “waiting room” features to see and Vet attendees
before granting them access

v' Lock the event once all intended attendeesshavenoined

Best Practices — Managingl
Sensitive Data in Webinars ‘

d
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Best Practices — Managing
Sensitive Data in Webinars

attendees as needed

v" Be mindful of how (and to whom) you disseminate
invitation links

v Consider sensitivity of data before exposing it via screen
share or uploading it during video conferences

v Do not discuss information that
you would not discuss over.
regular telephone lines
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Best Practices - No SSI on
Personally Owned Electronic
Devices

SSI| should not be stored, sent to, or printed to
personal devices including home, public, or
personal:

« Computers or tablets
* Fax machines
 Printer or copy machines
- Smart phones S
- Thumb drives, externall drives, ordisk. " * e
- Email accounts
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Best Practices — ‘

Closing the Gaps

v' Change default password to strong, complex
passwords for your router and Wi-Fi network

v At a minimum, ensure your router is configur

pick up your 'szun,
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Best Practices — Closing the'
Gaps (cont.)

Remember, while conducting business, be

conscious of your surroundings:

* Do not work In locations where your computer
screen may be visible to others

» Take measures to prevent eavesaropping,
especially when discussing SSI
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Best Practices -
Traveling with SSI

Laptops containing SSI should be kept with you to
the maximum extent possible

Avoid transporting laptops containing SSI in checked
baggage

Laptops containing SSI and any SSI pa ,)erwc‘)r}g should
be kept locked and out of S|ght (e.g., trunk) when
unattended in vehicles _
In hotel rooms, use hotel room saies for
laptops containing SSI and any. 55]

paperwork
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Best Practices - Destruction

The most common
methods used to destroy
SS| material include:

of SS|

Cross-cut shredders

Contract with a shredding
company

Any method approved for the
destruction of classified
national security information

50



Frequently-Asked
Questions

SENSITIVE SECURITY INFORMATION TRAINING



Q: How Do We Handle Y

Requests for SSI
les: ‘

Information?

A: Requests for SSI fall into two categol
« Sharing SSI
» Releasing SSI
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Sharing SSI !

To share SSI is to provide a record that contains SSI

to another covered person. The record Is marked as
SSI| and remains SSI.

The covered person with a “need to know™ IS now.
obligated by the SSI Federal Regulation to protect the
SSI record entrusted to their care.
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Releasing Records

Prior to releasing records containing
SSI to persons who are not authorized
to access SSI under the SSI Federal

Regulation, the SSI language must be
removed/redacted by the TSA SSI
Program office. The redacted record
may be released to the general public.

The redacted record should have the
SSI| header and SSI footer removed or
crossed out.

54



SS| Redactions

« SSI| Records that are produced due to
Freedom of Information Act (FOIA) requests,
court-order production reqguests, or other requests
are reviewed by the TSA SSI Program office.

« TSAthen produces a
redacted copy of the record T

This Sensitive Security Information (SSI) ldentification Guide provides guidance for
which information is and is not S5 under 49 CFR 1520 (Title 48 part 1520 of the Code

o of Federal Regulations), related to the National Explosives Detection Canine Team
WI a O e re l I Iove Frogram Users of this gLude mclude the following: Transpartation Security
' i SAle 8 C d arantees: ather Department of

agencies that use information covered in this guide; and, any other covered persons (as
defined in 48 CFR 1520.7) that use or access information covered in this guide.

GENERAL INFORMATION ON THE NATIONAL EXPLOSIVES DETECTION CANINE
TEAM PROGRAM (NEDCTP)

The National Explosives Detection Canine Team Program exists fo deter and detect

the introduction of explosives devices info the transportation system. In addition, bemb
threats cause disruption of air, land and sea commerce and pose an unacceptable
danger o the traveling public and should be resolved quickly.

anced counter-sabotage program. The use of highly trained
ms is also a proven deterrent to terrorism directed

and nrouddas o timahs and mohila rsenanes ba siinnark
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Q: How Do We Get SSI l
Redacted before a Record is

 The SSI Fed Qlﬁég%?aqo?n states that

— “Except as otherwise provided in this section..
records containing SSI are not available for publlc
Inspection or copymg nor does TSA . ‘

redacted. L

« TSA addresses these requi remenr' DY/ Providing an
official SSI Review g pmg SS INrOUgnIIS SSI

Program office. CFR§ § 1520.15(a) and 1520.15(b)
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Q. If we mark a Record as SSI,
does that mean it’s always SSI?

« All covered persons are permitted to mark information
they believe is SSI, but it is possible it was over-marked.

The TSA Administrator is authorized to determine whether
information pertaining to transportation security constitutes
Sensitive Security Information (SSI). That authority is
delegated from the Administratorto the Chief of the S$
Program.

Using this authority, the SSI Pro ce determines what
information is designated as SS | Within a record.
The SSI Program office lst 3 nrul arpiter and autnoerzed to

make SSI| determinations on bot ¢ ecords anad

57
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Processing Record '
Requests

Similar to federal Freedom of Information Act (FOIA), many
state and local laws (e.g., “Sunshine” laws) provide citizens
the right to access government records.

While laws providing exemptions vary by state
1520.9(a)(3) requires that covered persons “Refer requests
by other persons for SSI to TSA.”
This requirement for referral includes requests for accessito
SSI made under State, local, tribal or territorialipublic
information and related laws.

SSI falls under the SS| Federal Regulation;whichipreempis
conflicting State, local, tribal, and termteraliaws
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Processing Record
Requests (cont.)

Requests for TSA’'s own records made through State Open
Records requests must be referred to TSA FOIA

( )-
Requests for records belonging to the state or airport authority
should be submitted for full SSI Review to the SSIi Program

office at HQ.
While the SSI Program office will attempt to work'withinithe
law’s time constraints, it is not always possible:interm
responses may be made to the requestorindicatingtheneead
for SSI Review.

Requests may be submitted tor ISA FIEldNCOURSEINOCAIS S|
Coordinators, or to the SSI Programieiiiceidiectyial
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Q: Who Do We Contact for l
Additional Assistance?

« Additional SSI resources are posted to
https://www.tsa. gov/for-lndustry/sen5|t|ve-
security-information

« The SSI Program office Is
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Safely Sharing Information

SSI Program Office

Security and Administrative Services
Enterprise Support
Transportation Security Administration
6595 Springfield Center Drive, MS-31
Springfield, VA 20598-6031

E-Mail: SSI@tsa.dhs.gov

SENSITIVE SECURITY INFORMATION TRAINING
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